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Policy 3-006: Use of Electronic Signatures and
Records

|. Purpose

This policy establishes when an electronic signature may replace hen

an electronic record may replace a paper document in official U
[l. References

Utah Code Ann. ' 56-4-101: Uniform Electronic Transacti t
18 U.S.C. ' 2510: Electronic Communications Privacy Act

Utah Code Ann ' 76-6-703: Utah Computer Crime
Utah Code Ann ' 76-10-1801: Communications Fr
Utah Code Ann' 63-2-101 et seq.: Goverpment Recorls Access and Management Act
(GRAMA)

Policy 4-002: Information Resour
Policy 1-009: University Archi

lll. Scope

University of Utah community, and governs all uses of
ronic records used to conduct the official business of the

s shall include, but not be limited to electronic

ontracts, grant applications and other official purposes.

B. An "electronic record" is a record created, generated, sent, communicated, received, or
stored by electronic means.

C. A'record" is information that is inscribed on a tangible medium or that is stored in an
electronic or other medium and is retrievable in perceivable form. Financial and other
documents or forms are records.

D. An "electronic transaction" is a transaction conducted or performed, in whole or in part, by
electronic means or electronic records.

E. "Electronic” relates to technology having electrical, digital, magnetic, wireless, optical,
electromagnetic, or similar capabilities.

F. An approved electronic signature method is one that has been approved by the Vice
President for Administrative Services, in accordance with this policy and all applicable state
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and federal laws, and which specifies the form of the electronic signature, the systems and
Procedures used with the electronic signature, and the significance of the use of the
electronic signature.

G. A'certificate" is an electronic document used to identify an individual, server, a company,
or some other entity and to associate that identity with a public key. A certificate provides
generally recognized proof of a person's identity.

H. "Public-key" infrastructure (PKIl) is a form of information encryption that uses certificates to
prevent individuals from impersonating those who are authorized to electronically sign an
electronic document. A "public key" is a value provided by some designated authority as a
key that, combined with a "private key" derived from the public key, can be used to
effectively encrypt messages and digital signatures.

I. A"private key" is an encryption/decryption key known only to the party or parti t
exchange messages. In traditional private key cryptography, a key is shar,
communicators so that each can encrypt and decrypt messages.

V. Use of an Electronic Signature

A. Signature required by University policy

person, that requirement is met when the electroni
electronic signature using an approved electropi

electronic signature method.
B. Signature required by law

1. Where there is a legal requireg iversity policy, that a record have the
re requirement is met when the
tronic signature using an approved

2s with Utah state law or Federal law.

ing an approved electronic signature method does not mean that
y a person authorized to sign or approve that record.
t be used to confirm that the person signing the record has the

s only to transactions between parties each of which has agreed to
ons by electronic means.

personteiprovide, send, or deliver information in writing to another person, the requirement
is satisfied if the information is provided, sent, or delivered, as the case may be, in an
electronic record capable of retention by the recipient at the time of receipt. An electronic
record is not capable of retention by the recipient if the sender or its information processing
system inhibits the ability of the recipient to print or store the electronic record.

VI. Approval of Electronic Signature Methods by the Vice President for Administrative
Services

A. The final approval of any electronic signature method will be by the Vice President for
Administrative Services, with the recommendation of the cognizant vice president. In
determining whether to approve an electronic signature method, consideration will be given
to the systems and Procedures associated with using that electronic signature, and
whether the use of the electronic signature is at least as reliable as the existing method
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VIl. Rules and Procedures
The University of Utah may make rules that:
A.
B.
C.

being used. This determination will be made after a review of the electronic signature
method by the Office of Information Technology, the Institutional Security Office, and
University Legal Council.

If approved electronic signature methods require the use of encryption technology that uses
public or private key infrastructure and/or certificates, the Office of Information Technology
will be responsible for the administration of such public or private keys and certificates.

. The approval of an electronic signature method can limit the use of that method to particular

electronic records, particular classes of electronic records, or particular University
organizations. An electronic signature used outside of its limitations will not be considered
valid by the University.

All approval of electronic signature methods will be available in electronic form to the
University community and the public and will be deemed to be appendices to thi i

In the event that it is determined that an approved electronic signature
trustworthy, the Vice President for Administrative Services must revoke
electronic signature method. If there is continued significance for t
which used the revoked method, the Vice President for Administr,
steps to see that any valid records signed with the revoked el
signed again with an approved electronic signature method

Identify specific transactions that the University is willing to ¢ ct by electronic means;

Identify specific transactions that the Univers er conduct by electronic means;

Specify the manner and format in which electro
sent, communicated, received, and ste
purposes;

st be created, generated,

specify the type of electroni , the manner and format in which the
electronic signature mus tronic record, and the identity of, or criteria
that must be met, by y a person filing a document to facilitate the
process;

Specify control proc
preservation, dispositi

records; an
F. Identif ttributes for electronic records that are specified for
cor, ) nic records or that are reasonably necessary under the
Ci
VIIl. Sanctio
Any indi party that makes inappropriate or illegal use of electronic signatures and/or

records is subject to sanctions up to and including dismissal, suspension, and criminal
prosecution as specified in published University policies and State laws, whether or not they
are referenced in this policy.

Approved: Academic Senate 5/6/02
Approved: Board of Trustees 5/20/02
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