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Policy 4-001: University Institutional Data Management
Policy. Revision 1.

I. Purpose and Scope

This policy applies to those official and/or authoritative data that are critical to the

administration of the University, regardless of whether the data arg

t, security, and access that

e and guarantee effective use of

and instructional notes and materials.

B. Information -- For the purpose of this policy, Information is Institutional Data that
is grouped and/or organized for use in a context required by Data Users. For

example, student Institutional Data may be grouped and organized to provide
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Information in the form of enroliment reports or other contextual information

required by Data Users.

C. Campus Chief Information Officer (CIO) -- The person that is responsible to
ensure that the University's Institutional Data and Information are securely,

reliably and optimally used to further the mission of the University.

the University's mission.

E. Information Technology Executive Com

student data.

G. Data Custodian -- The organization or individual who implements the policy,
procedures and best practices defined by the Data Steward, and has
responsibility for IT systems that create, receive, store, process or transmit

Institutional Data.
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H. Data Administrators -- University staff members that, under the direction of the
Data Custodian, have day-to-day operational responsibility for data capture,
maintenance and dissemination. Data Administrators may also include

departmental data and network systems managers and their staff.

|. Data Users -- Individuals and organizations that access Institutional Data and

Information in order to perform their assigned duties or to fulfi

university community.

ponsibilities pertaining to the mission of the University, examples of
which include but are not limited to planning, decision making, official reporting,

etc.

C. The “need to know” exists when certain conditions are met, including but not

limited to the following:
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1. The Institutional Data are needed to improve services to faculty, staff,

students, patients, and other University constituents.

2. Access to Institutional Data increases the understanding, usefulness, and
ease of use of the data, and/or maximizes efficiency of human, physical, and

digital resources.

3. Integration of Institutional Data with other data and inforg
applications increases the value of the Institutional

use it.

information management and.analysi inimize duplication of data

and information capture i nce and retrieval.

Integrity of Institutional Data

1. Data Stewards and Data Users that possess or access Institutional Data
accept full responsibility for the Institutional Data or subsets of Institutional
Data that are in their possession and must adhere to the requirements of
Policy 4-004 to protect private sensitive and critical data from unauthorized
access or loss. The University Information Security, Privacy, and IT

Compliance Office must approve security procedures.
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2. Data Stewards and Data Users that access Institutional Data are responsible
for the integrity, validity, and correctness of Institutional Data that are in their
possession and must incorporate editing and validation checks to ensure the
integrity and validity of such data. When Data Users identify errors in official
Institutional Data, they must work with the Data Stewards and Custodians to
correct the Institutional Data. If Information that is derived from Institutional

Data cannot be reconciled with the official Institutional D ot be

considered official Institutional Data or presented as s

J. Institutional Data Access and Use

tahr , regulations,

for the legitimate business of the University,
's ability to comply with conditions of use set forth by the

the rules and regulations that govern the data.

process may vary depending on the rules, regulations and conditions of use

that govern the data.

6. The Data Steward is responsible for clearly specifying the conditions of use
of requested Institutional Data. The Data User requesting access will be

required to comply with the specified conditions of use. Non compliance with
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the conditions of use may result in penalties and sanctions allowed by
University regulations. The Data Steward will periodically review request

process and conditions of use.

7. Data Users should request access to Institutional Data and Information
through a Data Steward. The Data Steward(s), will determine whether or not

the context of the data or information that is requested cha e data and

documents, email, or other form

data or information are 4

est is denied or placed in a low priority by a Data Steward, the
requester may appeal the Data Steward's decision by forwarding the request
to the CIO. The CIO may convene the Information Technology Executive
Committee (ITEC). If convened, the ITEC will review the request, receive
presentations from the Data Steward and the requester, and make
recommendations to the CIO based on the principles of data and information
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management and access outlined in this policy. The CIO will render a

decision regarding the appeal.

[Note: Parts IV-VII of this Regulation (and all other University Regulations) are
Regulations Resource Information — the contents of which are not approved by
the Academic Senate or Board of Trustees, and are to be updated from time to

time as determined appropriate by the cognizant Policy Offig d the

Institutional Policy Committee, as per Policy 1-001 and g

IV. Rules, Procedures, Guidelines, Forms and other R d Resot

A.

B.

References

Rules [insert]
Procedures [insert]

Guidelines [insert]

Forms [insert]
Other related resourge |

Executive Su

esources Policy
e Web Resources Policy

iversity Information Technology Resource Security Policy

VI. Contacts

The designated contact officials for this Policy are:

A. Policy Owner (primary contact person for questions and advice): Director of
Planning and Policy/Office of Information Technology.


http://regulations.utah.edu/it/appendices_4/4-001_Exec_summary.php
http://regulations.utah.edu/it/4-002.php
http://regulations.utah.edu/it/4-003.php
http://regulations.utah.edu/it/4-004.php
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VII.

History

B. Policy Officer: Chief Information Officer

These officials are designated by the University President or delegee, with
assistance of the Institutional Policy Committee, to have the following roles

and authority, as provided in University Rule 1-001:

"A 'Policy Officer' will be assigned by the President for each University Policy,

an executive level position (as

to whom the President or a Vice

University

Renumberi enumbg@red as Policy 4-001 effective 9/15/2008, formerly known as

version: Revision 1

The Information Technology Council approved the first draft of this revision on
April 12, 2007.

On July 1, 2008, the Office of Information Technology revised the policy to

conform to the format of the University of Utah Regulations Library. This
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revision was approved by the Information Technology Council on August 14,
2008. On November 17, 2008 the Academic Senate Executive Committee
approved forwarding the proposed revision to the Academic Senate as an
item for debate and approval.

Approved by the Academic Senate: December 1, 2008
Approved by the Board of Trustees: December 8, 2008
Effective date: December 8, 2008

Legislative History of Revision 1

2. Eatrlier revisions:

Revision 0

Effective date: March 11, 1996 k & 2008



http://regulations.utah.edu/it/appendices_4/4-001Rev1_LegisHist.pdf
http://regulations.utah.edu/it/revisions_4/4-001.R0.pdf

