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. Purpose and Scope

Information Security Risk Management Rul

accomplish its missions by:

Ided in Policy 4-004: University of Utah Information Security

Policy, apply for purposes of this Rule, including the following:

dential - Any Information Asset which is classified as Restricted or

Sensitive per the Data Classification and Encryption Rule.

B. Information System - An Application or group of Servers used for the electronic

storage, processing, or transmitting of any University data or Information Asset.


http://regulations.utah.edu/it/rules/Rule4-004C.php
http://regulations.utah.edu/it/4-004.php
http://regulations.utah.edu/it/4-004.php
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C. Restricted Data - Any data types classified as Restricted per the Data

Classification and Encryption Rule.

D. Risk - Risk is the likelihood of a threat agent taking advantage of a vulnerability
and the corresponding business impact. Risk is usually calculated as either a

quantitative or qualitative score, and can be represented in the follg
equation: Risk = (Likelihood of Threat/Vulnerability Event Occur

(Business Impact of Event Occurring)

ersity's information security risk management methodology is based
on the National Institute of Standards and Technology (NIST) Special
ation 800-30 "Risk Management Guide for Information Technology

Systems" methodology.

B. The University leverages numerous government and industry recognized
information security control frameworks depending on the situation, risk
tolerance, data types, and as specified in applicable regulations.
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1. For questions regarding information security control frameworks and what is
applicable to the situation in question, please contact the Information Security

office at iso-grc@utah.edu or ciso@utah.edu.

C. Risk Assessment

1. Inherent risk scores are calculated based on the following five

risk, which assess both the likelihood and impact of compgomi

a. Impact: The number of Users who access the |

e control objectives assessed during a full risk

ssessment includes the following elements:

ppropriate University key stakeholders shall be issued both Inherent and
Residual Risk scores in risk assessment summary reports for all Information
Systems assessed. These stakeholders will be responsible for either formally
accepting the risk of operating the Information System in the University's
environment, or rejecting the risk and requiring a formal corrective action plan to


mailto:iso-grc@utah.edu
mailto:ciso@utah.edu
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allocate the appropriate timelines, budget line items, and/or other resources to
remediate control failures and reduce the Residual Risk score to an acceptable

level for the University.

[Note: Parts IV-VII of this Regulation (and all other University Regulations) are

Committee, as per Policy 1-001 and Rule 1-001.]

IV. Rules, Procedures, Guidelines, Forms and other te

A. Rules
TBD

B. Procedures

Policy 4-004 ProcedureQ E

C. Guidelines

B. Family Educational Rights and Privacy Act of 1974 ("FERPA", 20 U.S.C. §

1232g)


http://regulations.utah.edu/general/1-001.php
http://regulations.utah.edu/general/rules/R1-001.php
https://uofu.box.com/v/Procedures
http://www.gpo.gov/fdsys/pkg/CFR-2011-title45-vol1/pdf/CFR-2011-title45-vol1-part164.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
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C. Federal Information Security Management Act of 2002 ("FISMA", 44 U.S.C. §
3541)

D. ISO 27002:2013, Information Technology - Security Techniques - Code of
Practice for Information Security Controls

E. NIST 800 Series, Federal Information Security Standards

F. Policy 3-070: Payment Card Acceptance

G. Policy 4-001: University Institutional Data Manageme

H. Policy 4-003: World Wide Web Resources Polj
|. Policy 5-111: Disciplinary Actions and Dismissal of mployees

J. Policy 6-400: Code of Student Rights sibilities

K. Policy 6-316: Code of Facul

m e D¥Health Information Technology for

L. Pub. 111-5, Division A

prioritized, flexible, repeatable, and cost-effective approach of the Framework
helps owners and operators of critical infrastructure to manage cybersecurity-

related risk

VI. Contacts


http://www.dhs.gov/federal-information-security-management-act-fisma
http://csrc.nist.gov/publications/PubsSPs.html
http://regulations.utah.edu/administration/3-070.php
http://regulations.utah.edu/it/4-001.php
http://regulations.utah.edu/it/4-003.php
http://regulations.utah.edu/human-resources/5-111.php
http://regulations.utah.edu/academics/6-400.php
http://regulations.utah.edu/academics/6-316.php
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechact.pdf
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf
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A. The designated contact Officials for this Policy are:

1. Policy Owner (primary contact person for questions and advice): Chief

Information Security Officer, 801-213-3397

2. Policy Officer; Chief Information Officer, 801-581-3100

These officials are designated by the University President or del€
assistance of the Institutional Policy Committee, to have th

authority, as provided in University Rule 1-001:

ersion: Revision 1, effective date: April 4, 2016
Approved by Academic Senate: May 4, 2015
Approved by Board of Trustees: May 12, 2015
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