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University Rule 4-004N: Information Security Incident

Management Rev. 0

I. Purpose and Scope

A. The purpose of this Information Security Incident Management R

effective processes and procedures.

B. This Rule supports section N, titled Information Sec Incident Management, of

the University of Utah Information Secugity Policy 4-004%

II. Definitions

For the purposes of this Poli ed Regulations, these words and

ion System - An Application or group of Servers used for the electronic
ge, processing, or transmitting of any University data or Information Asset.

D. IT Resource — A Server, Workstation, Mobile Device, medical device, networking
device, web camera or other monitoring device, or other device/resource that is
a) owned by the University or used to conduct University business regardless of

ownership; b) connected to the University's network; and/or c) that is creating,
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http://regulations.utah.edu/it/4-004.php
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accessing, maintaining, or transmitting Information Assets and used for electronic

storage, processing or transmitting of any data or information.

E. User — Any person, including students, staff, faculty, permanent and temporary
employees, contractors, vendors, research collaborators, and third party agents,

who accesses any University Electronic Resources, Information Sy or

IT Resources.
. Rule

A. Information Security Incident Identification and Re

ation Security Incidents effectively once they have been reported, and

these procedures must include the following key elements:

1. Clearly defined roles and responsibilities for both management and response
personnel
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2. Methods for detecting Information Security Incidents
3. Procedures for the collection, retention and presentation of evidence

4. Mechanisms for monitoring and quantifying the impact of Information Security
Incidents

5. Document lessons learned to report on the effectiveness of
management procedures, and identify necessary impro
security controls and practices.

[Note: Parts IV-VII of this Rule (and all other Univ
Resource Information--the contents of which
or Board of Trustees, and are to be updated
appropriate by the cognizant Policy Officer an
per Policy 1-001 and Rule 1-001.

I. Rules, Procedures, Gui d other Related Resources

D. Forms

E. Other Related Resources Material


http://regulations.utah.edu/general/1-001.php
http://regulations.utah.edu/general/rules/R1-001.php
https://uofu.box.com/v/Procedures
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Il. References

A. 45 C.F.R. 164: Health Insurance Portability and Accountability Act (HIPAA):

Security and Privacy

B. Family Educational Rights and Privacy Act of 1974 ("FERPA", 20 U.
1232q)

C. FEederal Information Security Management Act of 2002 ("FI
3541)

D. 1SO 27002:2013, Information Technology - Secus
Practice for Information Security Controls

ic and Clinical Health Act (HITECH Act)

s HIPAA Rule: 45 CFR Parts 160 and 164 - Modifications to the HIPAA

Privacy, Security, Enforcement, and Breach Notification Rules Under the

HITECH Act and the Genetic Information Nondiscrimination Act; Other
Modifications to the HIPAA Rules; Final Rule

Ill. Contacts


http://www.gpo.gov/fdsys/pkg/CFR-2011-title45-vol1/pdf/CFR-2011-title45-vol1-part164.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.dhs.gov/federal-information-security-management-act-fisma
http://csrc.nist.gov/publications/PubsSPs.html
http://regulations.utah.edu/administration/3-070.php
http://regulations.utah.edu/it/4-001.php
http://regulations.utah.edu/it/4-003.php
http://regulations.utah.edu/human-resources/5-111.php
http://regulations.utah.edu/academics/6-400.php
http://regulations.utah.edu/academics/6-316.php
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechact.pdf
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf
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A. The designated contact Officials for this Policy are:

1. Policy Owner (primary contact person for questions and advice): Chief
Information Security Officer, 801-213-3397

2. Policy Officer; Chief Information Officer, 801-581-3100

These officials are designated by the University President or del€

ersion: Revision 1, effective date: April 4, 2016
Approved by Academic Senate: May 4, 2015
Approved by Board of Trustees: May 12, 2015

Background information for this version





